CornaweHue o cOTpyaHUYeCTBE rocyaapcTB - yHacTHUKOB CoppyxecTBa
HesaBucumbix MlocyaapcTB B 60pb6e ¢ npectynneHnamu B cepe
KOMNbIOTEpPHON MHOpMaLumn

COrMMAWEHMUE
O COTpyAHMYEeCTBE rocyAapcTB - y4aCTHMKOB
CoppyxectBa HeszaBucumbix Nocypapcrts
B bopbbe ¢ npecTynneHnsamMm
B cchepe KOMNbIOTEPHOU UHpOpMaLIUK

"ocypapcTtBa - yyacTtHukmn Cogpyxectsa HesaBucumblix Mocygapcts (ganee -
CTOpOH®I),

B Lensax obecneyvyeHnst ahdpekTneHom 6opbbbI C NpecTynneHnamMmm B cpepe
KOMMNbIOTEPHOW MHbOpMaLmK,

Byayum yb6exxaeHHbIMM B TOM, YTO cornacoBaHHble genctana CTopoH B 6opbbe ¢
npecTynneHnsiMun B cpepe KOMMbITEPHON MHPOpMaLIMN ABIISOTCSA HAaCTOSATESTbHOM
HeobXxoaANMOCTbIO,

CTPEMSCb CO34aTb NPaBOBblE OCHOBbI COTPYAHNYECTBA NPaBOOXPAHUTESNbHbIX U
cyaebHbIX OpraHoB rocygapcTB - y4acTHUKOB HacTosiwero Cornawexus (ganee -
rocygapctsea) B bopbbe ¢ npectynneHusMmn B cdhepe KOMMNbOTEPHON MHpopMaLunu,

cornmacnnucb O HMXxKecneaywluiem:

Crtatba 1
OCHOBHbIe TEPMUHbI
Ons uenen Hactoswero CornaweHusi UCNONb3yeMble B HEM TEPMUHbI O3HA4aloT:

a) npecTtynneHue B cpepe KOMNbIOTEPHOU MH(POPMALIUM - YTOSNIOBHO HaKasyemoe
oesiHue, NpeaMeToM nocsAraTenbCTBa KOTOPOro SABNSETCS KOMNboTEPHas MHAOpMaLMS;

6) kKoMnblOTEepHaA MHpopMaumna - MHPoPMaLNA, HAXOAALWAACA B NAMATY
KOMMNbIOTEPA, Ha MaLUMHHBIX MU MHBIX HOCUTENAX B oopMe, AOCTYMHOW BOCNPUATUIO
OBM, nnun nepegatoLiasica no KaHanam cBsaau;

B) BpeAOHOCHasA nporpamMmma - Co3jaHHas unm CyLecTByloLlas nporpamma co
cneumnanbHO BHECEHHBIMU U3MEHEHNAMIN, 3aBEAOMO NMPUBOAALLAA K
HEeCaHKUMOHNPOBAHHOMY YHUUTOXEHUIO, BIIOKMpOBaHMIO, Moandukaumnmn nmbo
KOMMpOBaHWMIO MHGOpMauuK, HapyweHuto pabotel IBM, cuctemsl OBM mnun nx cetu;

r) HenpaBOMEPHbIN AOCTYN - HECaHKUNOHNPOBAHHOE ObpaLleHne K KOMMbITEPHOM
MHopMauunun.

Cratbsa 2
O0bLwume nonoxeHus

1. CTOpOHbI 6y,£l,yT B COOTBETCTBMM C HacToAwmnmM CornalleHnem, HaunoHanbHbIM
3akoHo4aTenbCTBOM U OPYrMMn MexxgyHapogHbiMU OroBopamMu, y4aCTHMKaMU KOTOPbIX



OHW ABNAOTCHA, COTPYAHMYATb B Lenax obecneyeHns ageKTMBHOIO NpeaynpexaeHus,
BbISIBNEHNS, MPeCceYeHns, packpbiTUa U paccneoBaHus NpecTynneHni B cdepe
KOMMbOTEPHON MHGOPMaLIUW.

2. CTOpOHbI NPUMYT HEOOXOAMMbIE OPraHN3aLMOHHbIE U NPaBOBbIE MepbI ANs
BbIMNOSTHEHMS MONOXEHUI HacToswero CornatleHust.

3. CTOpOHbI ByayT CTPEMUTBLCS K rapMOHM3aL/MN HaLMOHaNbHOro 3aKoHo4aTeNbCTBA B
obnactu 6opbbbl C NPECTYNNeHNAMN B cdhepe KOMMNbIOTEPHOW MHopMaLnK.

Crtatba 3
YronoBHO Haka3yeMble AesiHUA

1. CTOpOHbI NMPU3HAKT B COOTBETCTBUU C HaUMOHalIbHbIM 3aKOHOAAaTeNIbCTBOM B
KadecTBe yroyiloBHO HakasyeMmMbiX crieayrouine aesdHusA, ecrin oHN coBepLUeHbl
YMbILWJIeHHO:

a) ocyuwecTBreHMe HernpaBOMEepPHOro JOCTyna K OXpaHsieMOM 3aKOHOM
KOMNbIOTEPHOWN MH(pOPMaLIMU, eCNU ITO AeAHUE NMOBEKIO YHUUTOXEHMUE,
6nokupoBaHue, Mmoaucukaumo NMb6o KonmpoBaHue NH¢popMaL MK, HapyLleHue
pabotbl 3BM, cuctembl 3BM unu nx ceru;

6) cozgaHue, MCNonb3oOBaHWe UMK pacnpocTpaHeHWe BPeAOHOCHLIX NporpamMmm;

B) HapyLueHue npaBun akcnnyaTtaumum 3BM, cuctembl IBM unu nx cetn nuuowm,
umetrowmm goctyn kK ABM, cucteme 3BM unu nx cetu, nosnekwee yHU4TOXEHNE,
6nokupoBaHue unu moaucmnKaumno oxpaHaemMmomn 3akoHoM uHcgpopmauum IBM,
ecln 3TO AesiHMe NPUYMHUNO CYLLEeCTBEHHbIN Bpea UIu TAXKUe NocneacTBus;

r) He3aKOHHOe ucnosb3oBaHue nporpamm ansa 3BM n 6a3 gaHHbIX, ABNAKOLWMXCA
o6beKkTaMmn aBTOPCKOro npaBsa, a paBHO NPUCBOEHWEe aBTOPCTBA, ecyin 3To
AesHue NPUYUHUIIO CYLLECTBEHHbIN yLepo.

2. OnpefgenexHne NOHATUN "CyLleCcTBEHHbIN Bpes", "Tskkme nocneactasna” un
"CyLLeCTBEHHbIN yuepb" oTHOCUTCA K KomneTeHLumMn CTOPOH.

Cratbsa 4
KomneTeHTHbIe opraHbl

1. CotpygHuyectBo mexay CTopoHamu B paMmkax Hactosiwero CornatueHns
OCYLLECTBNAETCS MeXay KOMMNEeTEHTHbIMW OpraHaMn HENOCPEACTBEHHO.

2. MNepeyeHb KOMMNETEHTHLIX OPraHOB B pamMkax HacTosiwero CornatueHus
onpepensieTcs kaxxao CTOpoOHON 1 NepeaaeTcs Npy NOANUCaHUM HACTOSILLLEro
CornallueHus unu caade Ha xpaHeHve yBe4OMITEHUS O BbINONIHEHUN
BHYTPUrocyAapCTBEHHbIX Npoueayp Aeno3nTapuio, KOTOPbIA YBEAOMUT O TaKMX
nepeyHsix apyrme CTOPOHbI.



06 n3mMeHeHnAxX NepeyHs KOMNETEHTHLIX OpraHoB Kaxaast M3 CTOPOH MMCbMEHHO
yBeJoMMdAeT Aeno3uTapui.

Cratba 5
®dopmMbl cOTpyaHUYECTBA

CtopoHbI B pamKax HacTosilwero CornaweHusi ocywecTBAIOT COTPYAHUYECTBO B
c¢opmax:

a) obmeHa nHcpopmaumen, B TOM Yucne:

O FOTOBSAILLUXCS USIM COBEPLUEHHbIX NPecTynfeHusX B ccpepe KOMMNbIOTEPHON
MH(popMaLMM N NPUYACTHBIX K HAM (PU3NYECKUX U IOPUANYECKUX NULax;

o ¢hopmax u meToaax npeaynpexaeHus, BbIABNEHUA, NpeceyYeHNs, PackpbIiTus 1
paccrnenoBaHus npecTynneHun B AaHHOM cdepe;

0 cnocobax coBeplUeHUs1 NpecTynneHun B cpepe KOMNbLIOTEPHON MHOpMaLK;

O HaUMOHaNbLHOM 3aKOHOAATeNIbCTBE U MeXAYHapOAHbIX JOroBopax,
perynupyrowmx BonNpochl npeaynpexaneHus, BbIABNEHUs, NpeceyeHus,
packpbITUS U paccneaoBaHUA NpecTyniieHMn B cchepe KOMNbLITEPHON
nHcopmaumu;

6) UCNONHEeHMNA 3anpoCcoB O NPOBeAeHUN ONepPaTUBHO-PO3bICKHLIX MEPONPUATUM,
a TakXxe npoueccyanbHbIX 4eNCTBUA B COOTBETCTBUM C MeXAYHaAPOOHbIMM
AOroBopaMu o NpaBoBOW NOMOLLMY;

B) NfIaHUPOBaHUA U NPOBeAEHUA CKOOPANUHUPOBAHHbLIX MEPONPUATUI U
onepauui No npegynpexaeHuto, BbIABIEHUIO, MPeceYeHnio, PacKpbITUIO U
paccnepoBaHUIO NpecTynneHui B cdpepe KOMNbLIOTEPHOM MHOpMaLUK;

r) OKa3aHuUs COAeNuCcTBMUA B NOATOTOBKE U NOBbILWEHUU KBanIM*)I/IKaLI,VIM Kaapos, B
TOM 4HuUcne nytem CTaxkMmpoBkKu cneygumanumcrtoB, opraHun3auumm KOHdDepeHuMﬁ,
CeMNHapoB n y‘-le6HbIX KypCoOB;

A) co3aaHnA MHhOPMaLIMOHHBbIX CUCTEM, o6ecnevynBaloWMX BbINOJIHEHME 3aAau
no npeaynpexaeHuto, BbIIBJIEHUIO, MPeCce4YeHn0, PacKpbITUIO U paccrief0BaHUI0
npecTynneHun B cchepe KOMNbLIOTEPHON MHOpMaLuy;

€) npoBeAeHNs COBMECTHbIX Hay4YHbIX UCCneaoBaHUM NO NpeacTaBAOWMM
B3aMMHbIN UHTepec npobrnemam 60pbLOLI ¢ NpecTynneHusamMu B ccepe
KOMNbITEPHON nHopMaLmu;

) oOMeHa HOpMaTUBHbIMU NPABOBbLIMU aKTaMU, HAY4YHO-TEXHUYECKOW
nutepartypou no 6opbbe ¢ npecTtynneHMAMu B cpepe KOMNbLIOTEPHOMN
MHcpopmaumu;

3) B Apyrux B3aumonpuemnemMbix ¢popmax.
CtaTbsa 6
3anpoc 06 okazaHuM cogencTBuA

1. CoTpygHMYecTBO B pamkax HacTosiwero CornalieHumsi ocyLecTBnaeTcsa Ha
OCHOBaHWUK 3anpocoB KOMMNETEHTHbIX opraHoB CTOpOH 00 oka3aHun COAENCTBUS.



NHdopmaums moxeT 6biTb NpeaocTaBneHa apyron CtopoHe 6e3 3anpoca, ecnum
MMeKTCSH OCHOBaHMWSA rnonaraTb, YTO OHa NpeAcTaBnsieT MHTepec Ans aTo CTOPOHBLI.

2. 3anpoc 06 okazaHUK coaencTBMs HanpaBnsieTca B NMCbMeHHOW hopme. B
Ge3oTnaraTenbHbIX Criyvasx 3anpocbl MOryT nepeaaBaTbCs C UCMOMb30BaHNEM
TEXHNYECKMX CPeACTB CBA3W UNN YCTHO, OAHAKO MOCIE 3TOro B TEYEHME TPeX CyTOK OHU
AOMMKHbI 6bITb NOATBEPXKAEHBI MUCbMEHHO.

3. |_|pl/l BO3HUKHOBEHUN COMHEHUA B NOAJIMHHOCTU UMK coaepXaHUU 3anpoca 00
OKa3aHMM COOEeNCTBUA MOXET BbITb 3alipoLlleHo ero noareepxgeHne.

4. 3anpoc 06 okasaHuMM COAENCTBUA JOMMKEH CoaepXaThb:

a) HauMeHoBaHWe KOMMNEeTEHTHOro opraHa 3anpatumsatoein CTOPOHbI U KOMMETEHTHOrO
opraHa 3anpawunBaemon CTOPOHLI;

6) nanoxeHune cywectea aena;

B) YKa3aHue uenu n obocHoBaHWe 3anpoca;

r) cogepkaHune 3anpalinBaemoro CoaencTBus;
[) xenaTternbHble CPOKN UCMOSNTHEHUS 3anpoca;

e) nobyto Apyryo nHopmMauuio, Kotopast MoXeT ObITb nofiesHa A5 UICNOSTHEHUS
3anpoca, BKntovasi COOTBETCTBYHOLUNE JOKYMEHTbI.

5. 3anpoc 06 oka3zaHun cogencTeus, nepegaHHbli NN NOATBEPKAEHHbIN B
NMMCbMEHHOW hopMe, NOANNCHLIBAETCS PyKOBOAUTENEM 3anpallnBaoLLero
KOMMNETEHTHOro opraHa Unu ero 3amectuTenem n ckpennseTca repboBon nevarbio.

6. KomneTeHTHble opratbl CTOpOH onpenendarT NopAaoK B3aUMOLENCTBUSA U nepeyvyeHb
gy, yNnosTIHOMOYEHHbIX Ha X ocyllecTBlieHne, O YeMm CTOpOHbI yBEeOOMIAKT Opyr

apyra.

Cratba 7
UcnonHeHune 3anpoca

1. 3anpawwunBaemas CTopoHa NpMHUMaeT Bce Heobxoanmble Mepbl Ansa obecneyeHns
ObICTpOro n 6onee NOIHOro UCNOSTHEHNA 3anpoca.

3anpoc McnonHsaeTcs, Kak NpaBuno, B CPOK, He npesbiwatowmin 30 CyToK ¢ gaTtbl €ero
NOCTYNMEHUs, MPN 3TOM, MO BO3MOXHOCTU, YYUTLIBAKOTCS NOXeNaHUs
3anpalumBaroLLEro KOMMNETEHTHOIO opraHa 06 NCNoNMHEHUN 3anpoca B YKa3aHHbIA 1M
CPOK.

3anpamMBarou4a9| CTOpOHa He3amMennnTesribHO yBeaoMITdeTCA 06 obcToaTenbCcTBAX,
npenaTCTBYOWNX NCNOJTHEHUIO 3anpoca Unn CyecTtBeHHO 3aaepXmBaromnx ero
UCMOJTHEHUE.

2. Ecnu ncnonHeHne 3anpoca He BXOAUT B KOMMNETEHLMIO 3anpalunBaemMoro
KOMMNETEHTHOro opraHa, To OH nepegaeT 3anpoc opraHy CBOEro rocyaapcraa,
KOMMETEHTHOMY €ro UCMNOJSTHUTb, U OAHOBPEMEHHO YBEAOMNSAET 06 3TOM
3anpalumBaroLL i KOMNETEHTHbIN OpraH.



3. 3anpawmnBaemasa CTopoHa BnpaBe 3anpoCcuTb JOMONHUTESNbHbIE CBEAEHUS,
HeobxoaMMble, N0 ee MHEeHWUIO, ANs HAANeXalllero UCrNofIHEHNs 3anpoca.

Mpn ncnonHeHWn 3anpoca NpUMeEHSeTCs 3aKOHOAATEeNbCTBO 3anpaluvBaeMon
CTOpOHbI, 0gHaKo Mo npocbbe 3anpalumnBaoLero KOMNETEHTHOrO opraHa MOXeT ObITb
NPYMEHEHO 3aKOHOAATENbCTBO €ro rocy4apcTBa, eCnn 3TO He NPOTUBOPEYNT
HaLMOHaNbHOMY 3aKOHOAATENbCTBY UNN MEXAYHAPOAHbIM 06a3aTenscTBamM
3anpawmsaemont CTOPOHBI.

4. Ecnn 3anpawmnBaemas CTopoHa nonaraeT, YTO He3amMeaMTenbHoe UCMNOSTHEHNE
3anpoca MOXeT nomMeLlaTb YrofloBHOMY NpecrnefoBaHuio Unv MHOMY NPOW3BOACTBY,
OCYLLIECTBNAEMOMY Ha TEPPUTOPUN ee rocyaapcTBa, TO OHA MOXET OTNOXUTb
McnosniHeHne 3anpoca, ysegomms 06 aTom 3anpawmsatoLyto CTOPOHY, UK CBSA3aTb €ro
NcnosniHeHne ¢ cobniogeHneM yCcrioBun, onpeaenieHHbIX B kayecTBe HeobxoaMMbIX
nocrne KoHcynbTauun ¢ 3anpaiwumsatowien CtopoHon. Ecnu 3anpawmsatowas CtopoHa
cornacHa Ha okasaHue el CO4eNCTBUSA Ha NPeanoXKeHHbIX YCNOBUSX, TO OHa AOSMKHA
cobniogatb 3TU YCroBUS.

5. 3anpalwmnBaemass CTopoHa B BO3MOXHO KOPOTKUE CPOKM MHpOpMUPYET
3anpalumsatoLLyto CTOpPOHY 0 pesynbTaTax UCMONHEHMS 3anpoca.

Cratbsa 8
OTkKa3 B UCnosiHEHUM 3anpoca

1. B ncnonHeHumn 3aripoca B paMKax HacTodLlero CornaweHust MOXeT ObITb OTKa3aHo
NOJIHOCTbIO UJITN YaCTUYHO, eClin 3arnpallmnBaemad CTOpOHa nonaraeT, 4YTo ero
UCnoJiIHeEHEe NpPpoTUBOPEHUT €€ HaluMOHallbHOMY 3aKOHOOATESbCTBY.

2. 3anpawwmBatowias CTopoHa NMCbMEHHO YBEAOMIISIETCS O MOSHOM UM YaCTUYHOM
OoTKa3e B MCMONTHEHMW 3aMnpoca C yKkazaHUeM NPUYMH OTKa3sa.

Cratbsa 9
KoHdmaeHumanbHoCcTb MHopmaummn

1. KaXXabin N3 KOMNeTeHTHbIX opraHoB CTOPOH NpMHMMaeT Heobxoaumbie Mepbl
ana obecneyvyeHns KoHUAeHUNaANbLHOCTU UH(pOPMaLIMK, NONTYYEHHOU OT
KOMNEeTeHTHOro opraHa apyrom CTopoHbl, ecnv npeaocTaBMBLUNN ee
KOMMETEeHTHbIN OpraH CYMTaeT HeXernaTtenbHbIM ee pasrnaiwieHue.

2. KomneTeHTHbIM OpraH B COOTBETCTBMM C HaLMOHalNbHbIM 3aKOHOAATENIbCTBOM
obecneynBaeT Takom ypoBeHb KOHPUAECHLNANBLHOCTU UH(pOPMaLIUK, O KOTOPOM
NPOCUT KOMMETEHTHbIN opraH Apyrom CTOPOHbLI.

3. Hdopmauusa n 4OKYMEHThI, NOMyYeHHble B pamKkax HacTosiwero CornaweHus, He
MOryT BbITb MCNOMBb30BaHbl 6e3 cornacusa 3anpawmnBaemMoro KOMNeTEHTHOrO opraHa ans
WHBbIX Lienen, NOMMUMO TeX, YTO yKa3aHbl B 3arnpoce 1 Ha KOTopble Aar cornacue
3anpalumBaeMbll KOMNETEHTHbIN OpraH.

CtaTtbsa 10

PaspelweHune cnoposB



CTOpOHbI 1 KOMNETEeHTHbIe opraHbl CTOPOH peLwarT CNOPHbIe BONPOCHI,
KOTOpPble MOTyT BO3HUKHYTb B CBAI3U C TOJIKOBaHUEM UNKU NpUMeHeHuem
NonoXeHMn HacTtosiwero CornaweHus, NnyTeM KOHCyNbTalui U NneperoBopos.

Cratbsa 11
Pacxoabl

CTOpPOHbI CaMOCTOATENLHO HECYT pacxoAdbl, KOTopbie 6yayT BO3HUKATb B Xo4e
BbINOJIHEHUA HacTosWwero CornaweHusi, eCny B KaXXAOM KOHKPETHOM criy4yae He
6yneT cornacoBaH MHOW NOPAAOK.

CraTtbna 12
Pabouun a3bIK

KomMneTeHTHble opraHbl CTOPOH Npu OCyLeCTBIeHUM COTPYAHMYECTBA B paMKax
HacToswero CornaweHnsa UCNONb3YHOT B KaYecTBe paboyero pycckum A3blIK.

Ctatba 13
OTHOWeHMe K APpYrMM MeXayHapoaHbIM foroBopam

Hacrosiwee CornaweHune He 3aTparmBaeT npaB 1 obsi3atenbcTB CTOPOH,
BbITeKaloLWMX U3 ApPyrmx MexayHapoaHbIX AOrOBOPOB, yHaCTHUKaAMU KOTOPbIX
OHM ABNSAIOTCA.

CraTtbsa 14
N3meHeHNnAa n gononHeHus

B HacTosiwee CornaweHne MoryT 6biTb BHECEHbl UI3BMEHEHUS U [OMNOJTHEHUSA NO
B3aMMHoOMy cornacuto CTOpoH.

CraTtbsa 15
Mopspok BCTynneHnsa B cuny

HacTtosiwee CornaweHue BCTynaeT B cuny ¢ AaTbl CAa4YM Ha XpaHeHue
Aeno3uTapuio TpPeTbero yBefoMIeHusi o BbiNOJIHEHUM NoANUCaBLUMMU ero
CTopoHamMu BHYTpPUrocyaapcTBeHHbIX Npoueayp, Heo6XoAUMBbIX Ansi ero
BCTYNJIEHUA B cuny.

Ona CTOpoH, BbINOMTHUBLUMX HeoBXxoauMbIe npoueaypbl no3aHee, CornaweHne
BCTynaeT B CUIY C AaThbl CA4a4YM COOTBETCTBYHOLWMNX AOKYMEHTOB Ha XpaHeHue
AenosuTtapuio.

Cratba 16
Cpoku pencreus

HacTtoswee CornaweHue ﬂev’lCTByeT B Té4eHune NATU neT C Aathbl ero BCTynjieHuA
B cuny. Mo ucreyeHum atoro CpoKa aencteue Hactosiwero CornaweHus



aBTOMaTM4eCKU NpoAneBaeTCA KaXabii pa3 Ha NATUNETHUM Nepuoa, ecnu
CTOpPOHbI He MPUMYT UHOTO peLUeHUs.

Cratba 17
3aknouuTenbHbIe NONOXeHUs

Kaxpgas CtopoHa MoXeT BbINTU U3 HacTosilwero CornaweHus, HanpaBuB
NMCbMEeHHOe yBeAoOMIIeHue 06 3TOM Aeno3uTapuio He MeHee YeM 3a WecCTb
MecsueB A0 npeanonaraeMon aAaTtbl Bbixoaa.

HacTtosiwee CornawieHme oTKpbITO ANSA NPUCOeAUHEHUA APYIUX FOCyAapcTB,
pasgensAlowWmMx ero NoNoXeHus, ¢ cornacus Bcex CTopoH nytem nepegayu
Aeno3uTapuio AOKYMEHTOB O TaKOM npucoeauHeHuU. [ina npucoeaunHsioLerocs
rocypapcTBa HacTosiwee CornaweHve BCTynaeT B CUIY C AaTbl NONy4YeHUsA
Aeno3uTap1eM nocrneaHero yBeaomrieHus o cornacum scex CTOpoH Ha Takoe
npucoenuHeHue.

CoseplueHo B ropoge MuHcke 1 utoHa 2001 roga B 0gHOM NOASIMHHOM 3K3eMMnnsape Ha
pycckoM A3blke. [OANUHHBIN SK3eMNIIAP XpaHUTCS B ICMNONHUTENTbHOM KOMUTETE
CoppyxectBa HesaBucuMbix ocygapcTB, KOTOPbIA HANPaBUT KaXaoMy rocygapcTsy,
nognucasLemMy HacTosiwee CornaweHue, ero 3aBepeHHyr Konuio.
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